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Nova Configuragdo eduroam: Windows Vista

De forma a adaptar a rede eduroam as novas exigéncias de seguranca e para uniformizar as

caracteristicas da rede entre instituicdes, € necessério realizar novas configura¢des caso ja tenha a

eduroam a funcionar.
Substancialmente, as novidades sdo a obrigatoriedade de WPA2 Enterprise com AES.
A rede eduroam passa a ser visivel, facilitando a sua respetiva configuracao.

O WPA2 pode obrigar a atualizar o driver da placa wireless. Recomendamos sempre que

procure o driver mais atualizado por forma a resolver este e outros potenciais problemas.
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Passo 1
‘%, Windows Easy Transfer

No botdo Start, selecione “Connect To” ®
ku Windows Photo Gallery

Control Panel
Default Programs

Help and Support

Passo 2

P oH

@ X Connect to a network

Selecione a op¢éo “Manually connect to a

wireless network”. Choose a connection option

6‘0 Connect to the Intemet

a Set up 3 wireless router or access point
| . » f -

N Setupawireless ad hoc (computer-to-computer) network

/% Setup a dial-up connection

~$

Nexdt Cancel J
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Passo 3

Selecione o separador “Wireless
Networks Connections” e clique no
botdo “Next”.

Choose a wireless adapter

Local Ares Connection® 13 i

Passo 4

Selecione a op¢do “Setup a connection or

network”.
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Select a network to connect to
&y eduroam Unsecured netuerk -
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Passo 5

Crie a rede com as seguintes

Enter information for the wireless network you want to add

caracteristicas:
v" Network name (SSID): eduroam Network name: eduroam
v' Security type: WPA2-Enterprise Sty e (WoAZ-Enterprise =
v Encryption type: AES Ercnysfioniipe: [hes =
Security Key: [ | [Hide characters

Coloque um visto em “Start this
Start this connection automatically

connection aUtomatica"y” eem Connect even if the network is not broadcasting
“Connect even if the network is not Warning: If you select this option, your computer's privacy might be at risk.

broadcasting”.

Passo 6

- - "
ST Manually connect 10 & witeless Rabaod:

Selecione a op¢do “Change

. . Successfully added eduroam
connection settings”. Y

2 Change connection settings
Open the connection properties 5o that | can change the settings.
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Passo 7 Connection | Security |

. . i . Name: eduroam
Na janela seguinte coloque um visto nas opgdes ssI: eduroam
“Connect automatically...” e em “Connect even if Network Type: Access pont

Network Avadabiity: All users
the networks...”.
[7] Connect automatically when this network is in range
Connect to a more preferred network if available
[V] Connect even if the netwark is not broadcasting

(o J[ concd ]

edurcam Wireless Network Properties u

Passo 8 Connection | Security

Selecione o separador “Security” e clique no Seaity type: |vpa2-Enterprise )
botdo “Settings”. Encryption toe: [ AES 7

Choose a network authentication method:
[Microsoft: Protected EAP (PEAP) ~|| settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

i OK i [ Cancel
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Passo 9

Clique no botédo “Configure”.

Retirar o Visto de “Validate server certificate”.

Passo 10

Clique no botéo Configure.
Remova a opgéo: “Automaticaly use my Windows logon

name and password (and domain if any)” e clique em OK.
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Protected EAP Properties |

When connecting:
[ validate server certificate

| Connect to these servers:

Trusted Root Certification - Authorities:

AddTrust External CA Root

[7] certum CA

[ Class 3 Public Primary Certification Authority

[ DigiCert Assured ID Root CA

[ DigiCert High Assurance EV Root CA

["] Entrust.net Certification Authority (2048)

[] Entrust.net Secure Server Certification Authority

<| m |

] »

77: Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) ~] [ configure... |

Enable Fast Reconnect

[ Enforce Network Access Protection

[| Disconnect if server does not present cryptobinding TLV

[7] Enable Identity Privacy ‘

Protected EAP Properties

x4y

When connecting:
[ validate server certificate

Connect to these servers:

EAP MSCHAPv2 Properties

When connecting:

DMomaicdyusemyWndowslogonnaneand
password (and domain if any).

Select Authentication Method:

[secured password (EAP-MSCHAP v2) +) [ configure...

Enable Fast Reconnect

[} Enforce Network Access Protection

[ Disconnect if server does not present cryptobinding TLV
[ Enable Identity Privacy

[ o J[ conce
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Passo 11

Aguarde que apareca uma mensagem na barra de tarefas a solicitar informacao adicional para liga¢éo a
rede “eduroam” e clique na respetiva mensagem.

X
A Additional information is required to connect toeduroam
&=, Click to provide additional information and connect

< o e CE¥) 1540

_‘ m
“"'Connect to... \t EAP-MSCH...

Passo 12

Enter Credentials =2 %m

Surge uma janela onde deverd introduzir as

credenciais.

O username e password s&o os utilizados
para aceder aos restantes servicos da
Universidade.

O campo Logon domain fica vazio. User name: user@ufp.pt
Clique OK. Password: sesssees
Logon domain:

Nota: Os docentes e nao docentes da

w

ave this user name and password for future use

Universidade terdo de informar no SI&C

(Sistemas de Informacg&o e Comunicacdes) o =
MAC address do equipamento, para [ OK ] [ Cancel ]

poderem ligar-se a rede eduroam.
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Passo 12

v" No botdo start selecione a opgao
"Control Panel"

v" No "Control Panel" escolha "Network
and Intenet"

v" Em "Network and Intenet" escolha
"Internet Options"

v' Em "Internet Options" selecione o
separador "Connections" e carregue

em "Lan Settings".

Retirar o visto de “Automatically detect

settings”. Clique em OK.

Feche todas as janelas abertas inerentes a

configuracao da rede eduroam.

Internet Options ¥ =

P

Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

V| Automatically detect settings

| Use automatic configuration script

Proxy server

) Use 3 proxy server for your LAN (These settings will not apply to
! dial-up or VPN connections).

Local Area Network (LAN) settngs

LAN Settings do not apply to dial-up connections. ;\7 LAN settings
Choose Settings above for dial-up settings. ==

A configuragdo da rede eduroam no seu computador esta concluida.
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