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Nova Configuragdo eduroam: Windows 7

De forma a adaptar a rede eduroam as novas exigéncias de seguranca e para uniformizar as

z

caracteristicas da rede entre instituicdes, é necessario realizar novas configura¢des caso ja tenha a
eduroam a funcionar.

Substancialmente, as novidades s&o a obrigatoriedade de WPA2 Enterprise com AES.
A rede eduroam passa a ser visivel, facilitando a sua respetiva configuracao.

O WPA2 pode obrigar a atualizar o driver da placa wireless. Recomendamos sempre que

procure o driver mais atualizado por forma a resolver este e outros potenciais problemas.

Passo 1

Na barra de tarefas clique com o botéo direito no icone de rede e de seguida clique em Open Network
and Sharing Center.

Troubleshoot problems

Open Network and Sharing Center
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Passo 2

No lado esquerdo selecione “Manage -

~* » Control Panel » N rk and Internet » N rk and Sharing Center

wireless networks”.

Control Panel Home . . . .
View your basic network information and set up conr

Manage wireless networks &‘ ® Q
W

Change adapter settings

TMP7-NUFOR-133 Internet
Change advanced sharing (This computer)
settings
View your active networks
You are currently not connected to any
Change your networking settings
t‘ Set up a new connection or network
= Set up a wireless, broadband, dial-up, ad hoc, or VPN conne
-5. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN n
'% Choose homegroup and sharing options
See also Access files and printers located on other network compute
HomeGroup
Internet Options @ Troubleshoot problems
Windows Firewall Diagnose and repair p s, or get

Passo 3

il » Control Panel » Network and Internet » Manage Wireless Networks

Clique na opcéo “Add”.
Manage wireless networks that use (Wireless Network Connection

Windows tries to connect to these networks in the order listed below.

Add  Adapter properties  Profiletypes  Network and Sharing Center

0 items
‘s
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Passo 4

Escolha "Manually create a network
profile”.

e -
— g
lly connect to a wireless network
@‘ A i — .,

How do you want to add a network?

Al¥ Manually create a network profile
““=. This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

.‘fn‘ Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

Passo 5

Preencha as informacgdes de acordo

com a imagem.

v" Network name: eduroam-guest

v' Security type: No authentication
(Open)

v' Selecione Start this connection
automatically

v' Selecione Connect even if the
network is not broadcasting

Clique em Next para continuar.
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Enter information for the wireless network you want to add

Network name: eduroam

Security type: (WPA2-Enterprise -

Encryption type: [AES v]

Security Key: [ | [Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.
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Passo 6

Clique no botéo Close.

. Successfully added eduroam
Nota: Se posteriormente aparecer a
janela "Set Network Location",
N . " 2 Change connection settings
escolha "Public network". Open the connection propesties 5o that I can change the settings.
Passo 7 eduroam Wireless Metwork Properties g

Connection | Security

Selecione o separador “Security” e clique no

Security type: [wPa2Enterprise -

botédo “Settings”.

Encryption type: [AES v]

Choose a netwark authentication method:
[Mansoft:PmtectedEAP(PEAP} v][ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings
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Passo 8

Clique no botédo Configure.

Retirar o Visto de “Validate server certificate”.

Passo 9

Cligue no bot&do Configure.

Remova a opgao: “Automaticaly use my Windows logon

name and password (and domain if any)”.
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Protected EAP Properties |

When connecting:
[ validate server certificate

| Connect to these servers:

Trusted Root Certification - Authorities:

AddTrust External CA Root

[7] certum cA

[ Class 3 Public Primary Certification Authority
[ DigiCert Assured ID Root CA

[ DigiCert High Assurance EV Root CA

[7] Entrust.net Certification Authority (2048)

<| i ]

M

[] Entrust.net Secure Server Certification Authority -

77;’ Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[secured password (EAP-MSCHAP v2) v [ Configure.

™

Enable Fast Reconnect

[ Enforce Network Access Protection

[| Disconnect if server does not present cryptobinding TLV

[7] Enable Identity Privacy ‘ ‘

Protected EAP Properties

3

When connecting:
[ validate server certificate

| Connect to these servers:

EAP MSCHAPV2 Properties o)

When connecting:

DMomwcalyusemyWndowslogonnmand
password (and domain if any).

Select Authentication Method:

[Secuedpassword (EAP-MSCHAP v2) '] [ Configure...

[V Enable Fast Reconnect

[ Enforce Network Access Protection

|| Disconnect if server does not present cryptobinding TLV
[} Enable Identity Privacy

L oox J[ conce
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Passo 10

Clique no botédo Configure.
Clique no “OK”

Passo 11

Selecione o separador “Security” e clique no

botdo “Advanced Settings”.
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Protected EAP Properties =

When connecting:
[]validate server certificate

[ ] Connect to these servers:

Trusted Rogt Certification Authorities:

@]

[7] certum cA [
[7] Class 3 Public Primary Certification Authority

[7] DigiCert Assured ID Root CA

[”] DigiCert High Assurance EV Root CA

Entrust.net Certification Authority (2048)

[7] Entrust.net Secure Server Certification Authority -
< I ] »

m

[ | Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[secured password (EAP-MSCHAP v2) v [ configure... |

Enable Fast Reconnect

Enforce Network Access Protection

[| Disconnect if server does not present cryptobinding TLV
[] Enable Identity Privacy

|
ok J[ cocel |

eduroam Wireless Network Properties “

Connection | Security

Security type: (wea2-Enterprise -

Encryption type:  [4€S ~]

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) || settings |
[¥]Remember my credentials for this connection each

time I'm logged on

Advanced settings
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Passo 12

VAdvanced settings @
e — -
802.1X settings | 802,11 settings
. « . . . ” Specify authentication mode:
v’ Selecione Specify authentication mode
‘/ I i - [User authentication '] [ Save credentials
Escolha a opgéo “User authentication

[ Delete credentials for all users
v Clique em “Save Credentials”

Enable single sign on for this network

(@ Perform immediately before user logon

Perform immediately after user logon

Maximum delay (seconds): \ 10 A‘_J
[7] Allow additional dialogs to be displayed during single [l
sign on
| [ This network uses separate virtual LANs for machine
and user authentication
i
[ ok ][ cancel
. P
Passo 13
No separador “User name” coloque o seu nimero de aluno
Windows Security e—— -

———“

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

1)
’ [ <utilizador> @ufp.pt ]
| [#*t*t#t*t*#* ]

[ ok ][ concel

NMET A,
G e,

Universidade Fernando Pessoa
www.ufp.pt

SUIAIND
Pesson mP

e

&

Sl&c Sistemas de Informagdo e Comunicagdes
06 peant®



Passo 14

Clique no “OK”

Passo 15

-
Advanced settings

(S

s —
| 802.1X settings |02, 11 settings

Specify authentication mode:

[User authentication '] [ Save credentials

| Delete credentials for all users

[]Enable single sign on for this network

@ Perform immediately before user logon
Perform immediately after user logon

Maximur

conds) 10
Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

O simbolo de rede deverd mostrar que esté ligado, passando com o rato em cima aparecera a rede

eduroam.
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Podera surgir passados alguns instantes uma janela que ira pedir para classificar a rede eduroam.

Escolha a opgéo “Work network”.

v 2% Set Network Location

Select a location for the ‘eduroam’ network

This computer is connected to a network. Windows will automatically apply the correct
network settings based on the network's location.

Home network
t: ? If all the computers on this network are at your home, and you recognize them,

¥ this is a trusted home network. Don't choose this for public places such as
coffee shops or airports.

' Work network

If all the computers on this network are at your workplace, and you recognize
them, this is a trusted work network. Don't choose this for public places such as
coffee shops or airports.

s Public network
J' If you don't recognize all the computers on the network (for example, you're in
¥ a coffee shop or airport, or you have mobile broadband), this is a public
network and is not trusted.

[] Treat all future networks that I connect to as public, and don't ask me again.
Help me choose

A configurag&o da rede eduroam no seu computador esta concluida.
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